NHCTPYKUMA NO HAaCTPOUKE OKPY>KEeHUA AN cOayun TecTa B pexumme
SAFE EXAM BROWSER

Anroputm pencrTeumn

B cnyvyae Bo3HUKHOBEHMUs1 Npo6nem, nMwMTe B cOO6LEeHns coobliecTsa
coobuwectBa BK «Texnoaaepxka CMNX®PY» (https://vk.com/optito).

BHUMAHME! Mepepg ycTaHOBKOM OTKAOUUTE aHTUBUPYC. OH moxKeT
610KMpOBaTb YaCTU NPOrpaMMbl U Aa/ZibHelLlee UCNob30BaHUe
6paysepa 6yaetr HEBO3MOXKHO.

BbicTpblii Nnepexoa;:

v YcTaHOBKA U HAacTpoWKa B onepaumoHHon cucteme Windows
v YcTaHOBKa M HAaCTPOWKa B onepaumoHHoi cucteme MacOS
v' Npobnembl ¢ aHTUBUpYycom ESET NOD32|

v SEB 3anpalwimBaeT Nnaposib NPy HACTPOUKeE

YcTaHOBKA U HACTPOMKA B onepanuoHHOM cucteMe Windows

1. ABTOpUM3YNTECH B CUCTEME MO CCbINIKE: https://edu-spcpu.ru/
1.1. B noaBmBLIEMCA OKHe BBeAMTEe CBOU KOPNOPATUBHbIE NOTUH U Napo/ib

CNXoyvy CaHkT-MNeTtepbyprekuit
y
¢ 1919 roaa Ha cnyxGe € !' rocyapcTBeHHbIA  XUMUKO-

HaYKe M 3,0POBBI0 HALNK hapMaueBTUYeCKUin yHUBepcuTeT

k.chistyakov OMMH MAW M3pons

B Bawer Gpayzepe gomkeH Oeime
pazpelwed npuem cookies
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2. Nepenante B Kypc rae NnaHMpyeTca cAada KOHTPOJIbHbIX MeponpUATUi

(&

Mpenopzez
Mpenopzez

3. Bblbupaem anemeHT Kypca « TexHM4YecKas NoAroTOBKa K CAa4e KOHTPObHbIX
MepOonpUATUIN»

TexHW4ecKan NoAroToBKa K caave KOHTPO/bHBIX MepOI‘IpVIHTVII:ﬂ

4. Ha oTKpbIBLUENCA CTpaHULLEe CKaynmBaem nporpammy «SafeExamBrowser»
(ccbinka nog Homepom 1), 3atem Ppanin HacTpoek ana gaHHoro MO (ccbinKa
noa, HoMepom 2)


https://vk.com/optito
https://edu-spcpu.ru/login/index.php

BHUMAHWE! JanHeie ana HacTpoiku SafeExamBrowser

(Chinka Ha ckaumeasue Gpay3epa ana Windows 1

CCeinka Ha ckaumeasue Bpay3epa ana Mac0s 3

dalna HacTposK 2

_ChINK3 Ha CKIUYMBE

5. CKauyeHHOe NpuioxKeHue no ccbinke 1, nog umeHem «seb.exe», Heobxoammo
CKauaTb, 3anyCTUTb U YCTAHOBUTb, HO He 3anycKaTb cam SafeExamBrowser, ao
BbINO/IHEHUA NYHKTA 6.

6. CkauainTte dainn spcpu.seb (MocnegHunit B cCNUCKe, CCbiIKa NoA HOMEPOM 2)
HaXaTMem NeBOM KHOMKKU MbliwKn Ha ¢pann.

6.1. HanauTe ckayaHHbIM pann B «3arpy3Kax»

5ac32fd8797c0 22042020 20:32 Jokyment Adobe ... 1072 Kb
‘ @ spcpu 22042020 17:32 Safe Exam Browse... 3KB
% SafeExamBrowserInstaller (2) 22.04.2020 0:07 Mpunoxenne 66161 KB

6.2. OTKpouTe pann ABONHbBIM HaXKAaTUEM N1IEBOM KHOMKOM MbILLM Ha HEro.
Bpay3ep MMNOpTUPYeT HAaCTPOMKM, O YEM BbICBETUTCA COObLLEHMe:

- New settings hé\?é‘bgensav
next time again. Do you wa

7. 3anyctute SafeExamBrowser.
8. Bongute B cuctemy yepes SafeExamBrowser, ncnonb3ya cBOM AaHHbIE

ChnXoyvy Cankt-MNeTepbyprekui

¢ 1919 roaa Ha enyxGe fUCyﬂﬂpCTBEHHbIﬁ XUMWKO-
HEYKE W 300POBEID HALUWK A cpapuaueamuecwﬁ yHUBEpCUTeT

kchistyakov 326LU1H NOMMH WA N3PONL
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pazpelueH npuem cookies

¥/ 3aNoMHUTE NaruH

9. 3ananTe B COOTBETCTBYHOLMNI KYypC, rAe HeobXxoaMMOo NPOMUTM TECTUPOBAHUE, U
BblbepuTe «TecToBOe 3agaHMNeE»

i TectoBble 334aHHA

10.HayHuMTe TecTMpOBaHUE NO AUCUUNNHE, HaXKaB KHOMKY «HayaTb
TeCTUpoBaHMeE»



TecToBble 3a4aHMa

[NaHHeI i TeCT HACTPOEH Tak, YTO NPOHTH ero MOXHO ToN:LKO B Opaysepe Safe Exam Browser.

MeTo OUSHKESHMA: BEICWAA OLSHKS

BbINONHMTL TECT MOXKHE ToNLKD 8 Bpay3epe Safe Exam Brawser. B ucnons3yemMoM BamMu Gpay3epe TecT BulfONHHTL HeMb3A.

HauaTe TECTHPOEIHKE



YcTaHOBKA M HaCTpOMKa B onepaljMoHHO# cucTteMe macOS
(ina Bepcuit macOS 10.15, 10.14, 10.13, 10.12, 10.11)

1. ABTOpPM3YHTECH B CUCTEME MO CCbINIKE: https://edu-spcpu.ru/
1.1. B noABmMBLUEMCA OKHE BBEAUTE CBOU KOPMNOPATUBHbLIE NOTMH U Napo/ib

CNXoy CaHkT1-MNeTepbyprekui
¢ 1919 roaa ua cnyx6e “ !’, rﬂCyﬂﬂpCTBEHHbIF‘ XUMWKO-

HAYKE M 310POBLIO HALNK hapMaueBTUHECKWA YHUBEPCUTET
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2. MepeianTte B KypcC rae NNaHUpPyeTca cAavya KOHTPO/IbHbIX MEPONPUATUI

( AemoncTpaumonHbIf Kypc)

(&

Mpenoaasarens:
Mpenoaasatens:

KaTeropua: Buiciuee 00pasozanie

3. Bbibupaem anemeHT Kypca « TeXHMYECKaa NOAroTOBKa K cAa4e KOHTPOIbHbIX
MepOonpPUATUIN»

TexHW4ecKan NoAroToBKa K caave KOHTPONbHbIX MEDOI'IPVIFITHH

[=t o e -
HacTpoiika SafeExamBrowser

4. Ha oTKpbIBLUENCA CTpaHULLEe CKaynBaem nporpammy «SafeExamBrowser»
(ccbinka nog Homepom 3), 3aTem pain HacTpoek ana gaHHoro MO (ccbiika
noa Homepom 2)

BEHWUMAHMWME! NanHule ana HacTpoikk SafeExamBrowser

FeL YT LS FE - - - An .- c
CBINKd Ha CKaUYMBaHMWe Dpay3epa onAa INQA0WS 1
P T - - - An -

ChiNKd Hd CKJUMBdHHE Dpay3epa Anfa Macls 3
~ChiNKd H3 CKdUMBaHHE (iang HACTpOeK 2

5. CKauyeHHoOe NPUNOXKEeHMeE No ccbinKke 3, noa umeHem «seb.dmg», (nporpamma
Mo UTOTY AO/IXKHA HAX0AMUTbCA B MaMNKe «3arpysku»).

@ Airdrop & SafeExamBrowser-2.1.4.dmg
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https://edu-spcpu.ru/login/index.php

3anycTuTe ero ABOMHbLIM LWENYKOM, NOC/IEe YCTAHOBKM He 3anyCKanTe
YCTAHOBNEHHbIN 6pay3ep A0 BbINOAHEHMA NYHKTA 6. (Mporpamma no mutory
AONXKHA HaxoAuTbcA B nanke «Applications»)

— SafeExamBrowser-2.1.4

Safe Exam Browser.app Applications

WabpauHoe Wma Aata naMenenus

@ AirDrop @ Microsoft PowerPoint.app
@ Microsoft Teams.app
@ Microsoft Word.app
A Mporpammsi B8 Mission Control.app
[ Pa6ouwii cron @ Movavi Video Converter 20 Premium.app
@ OneDrive.app
|’§3 LoKyMeHTbi =
&8 Photo Booth.app
© 3arpysu @ QuickTime Player.app
) ownemel @ safari.app
® safe Exam Browser.app
@ siri.app

E HepasHue

,U Mysbika

CkavaunTte daiin spcpu.seb (MocneaHmin B cnmcke, ccbiika nog Homepom 2)
HaXaTnem NeBOM KHOMKKU MblilwKn Ha dann.

6.1. Hanaute ckavyaHHbIM pann B «Downloads»

&) 3arpyakun

W3bpannoe

@) Airbrop P LAT.seb

& SafeExamBrowser-2.1.4.dmg
@ BOMPOCHI (1).docx
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6.2. OTKpoMTE dhan ABONHbBIM HaXKaTUEM N1€BOM KHOMKOM MbILLM Ha HErO.
Bpay3ep npMMeHUT HaCTPOMKKU, 0 Yem ByAEeT HAaNMCAHO B ANANOTOBOM
OKHe.
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Mocne NpMMeHEeHMA HaCTPOEeK HaxKMMaem KHOMKY «Quit» 1 BbIxoanm 13 b6paysepa.

7. 3anyctute SafeExamBrowser.

MoOSOBa s 97D ¥

8. Bonaute B cuctemy yepes SafeExamBrowser, Ucnonb3ys CBOW AaHHble

¢ 1919 roaa Ha cnyxGe rDCyﬂﬂpCTEEHHbIIﬁ XUMWKO-
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9. 3aiauTe B COOTBETCTBYIOLWMM KYpPC, rAe HEOHBXOANMMO NPOMUTN TECTUPOBAHMKE, U
BblbepuTe «TecToBOE 3a4aHUE»

2CTOERI2 2a0dHMA



10.HayHuTe TecTMpoBaHME NO AUCLUNAMHE, HAXKaB KHOMKY «HayaTb
TecTMpoBaHue»

TecToBble 3ag4aHuMa

[3HH5If TECT HACTPOEH TaK, UTO NPOITH M0 MOKHO TONKO B Gpayzepe Safe Exam Browser.

MeToa oueHWBaHMA: BbiCWasn ousHKa

BEINONHHTE TECT MOMKHO TOMLKD & Gpay3epe Safe Exam Browser. B vcnons2yeMoM Bamu Bpay3epe TEcT BaINCNHHTE HeMs3A



YTO AENATb EC/INY BAC YCTAHOBJIEH ESET NOD ANTIVIRUS

Ecnun y Bac ycTaHOBAEH AaHHbIM aHTMBUPYC, Bam HEOBXOAMMO €ro OTKHYUTD.

OpOHaKo, fAaske OTKAYMB 3alUUTy B PeasbHOM BPEMEHW, MNPU YCTaHOBKE MU
oTKpbITUKN Safe Exam Browser Bbl moxeTe yBuAeTb CHa4yana npeaynpeskgeHue,
roe HanumcaHo, B Yem coctouT npobnema (puc.1)

Puc.1

Koraa Bbl HaxkmeTe OK, yBnante ownbKy ¢ Kogom
"SEC_ERROR_UNKNOWN_ISSUER" (puc.2)

Alert
Il edu-* uses an invalid security certilicate.
The certificate is nol lrusted because the Issuer certificate 1s Lnknown.

The server might not he sending the appropriate intermediate cerificates.
An additional rool certificate may reed to be imported.

Error code: <a id="enorCede"
fifle="SEC_FRRCOR_UNENCWN [SSUER"=SEC ERROR UNKNOWN ISSUER</a>

CK

L3

Puc.2



YT106bl YCTPaAHUTDL AaHHYIO Npobiemy Bam HyXKHO 06paTUTLCA K MHCTPYKLMM:
1. MNMepen yctaHoBKon SEB Bam cnepyet npoBepuTb HacTpoukm ESET NOD.
OTkpbiBaem ESET n Haxkumaem none Hacrpoiika (puc. 3)

(es[E) NOD32 ANTIVIRUS = L X

ﬁ AomawHasa CTpaHuua

A OnoBelleHue o
6e3onacHoOCTU

Q CxaHnpoBaHue KoMnbioTepa
~
&7 ObHosneHve

Cpok aeiictena NpobHOW Bepcun UcTeKae
B9 Cepsuc yepes 21 AeHb.

@ Hacrpoiika ‘——

AxTuBMpoBath
(@ Cnpasxa v noaepxxa Kynutb MLeHsmio TMO/IHYIO BEPCUIO
npoaykTa

A 3awmra ot duwKHra He paboTaeT

3Ta dyHKUMA He paBoTaeT, NOCKONbKY He aKTUBHbI ApYrie HeobX0AMMbIE MOAYM NPOrPaMMbI.

A\ 33wwTa oT BUPYCOB U WINWOHCKMX NPOrPaMM NPUOCTaHOB/IEHA

PaboTa 3TOM GyHKLMM NPUOCTAHOBAEHA, W Balll KOMMLIOTED He 3allMLieH OT HEKOTOPBIX TUMOB Yrpos.
3TO OUeHb OMacHo, NO3TOMY 3aLUUTY HYXKHO BKAOUNTbL HE3aMEANNTENBbHO.

BK/tOUMTb 3aLUMTY OT BUPYCOB W LMMOHCKMX Nporpamm

ENJOY SAFER TECHNOLOGY™

Puc.3

2. B OTKpbIBWINXCA HACTPOMKAX CMOTPUMM B MpPaBblii HUXKHUA yron wu
OTKpbIBaem [lonoiHMTENbHbIE HACTPOUKK (puc.4)

(es[X) NOD32 ANTIVIRUS - b

Hactporika @

m [lomaluHas cTpaHuua

3awmra KOMnbroTepa )

Q CkarupoBative komnbioTepa He Bce Tpe6yeMble GYHKLIM 3aLUMTbI KOMNBIOTEPE AKTVBHBI.

£3 Obosnenme
B9 Cepsuc @

@ Hacrpoiika

3awwmra ViHTepHeTa >
He sce dyHKumy 3awmTel MiHTepHeTa akTMBHbI

@ Cnpasxa v noaaepxka

ENJOY SAFER TECHNOLOGY™ ¥ Nmnopr v skcnopt napametpos £} lonosHuTeNbHbIE HACTPOTKY

Puc.4



3. B meHI0 cneBa OTKpbIBaeM NYHKT MHTEPHET M 3/1EKTPOHHAaA noyta (puc. 5)

NOD32 ANTIVIRUS
JlononHutTenbHble HaCTpoﬁKM

MOAYNb OBHAPYXKEHUA ] 3AWMUTA B PEXXMIME PEA/IbHOTO BPEMEHU Y HA OCHOBE MALUMHHOTO OBYYEHUSA

3awwTa ainosol cMcTeMsl B

e BpeaoHOCHbIe NPOrpamMMbl

Obnaunas 3awmTa

O6HapyxeHve
Hpoueccm CKaHMpoBaHua
BPEAOHOCHbIX MPpOrpaMmm SawwTa
Cucrema HIPS
Morenuy, P
OBHOB/IEHME
O6HapyxeHve
WHTEPHET U SN1EKTPOHHAA
MOYTA 3awwuta
CEPBUC n p
VIHTEPQEVIC MO/b30BATENA ObHapyxetive
SawwTa
n L onacHble np
O6HapyxeHve
3awmTa

VCKIFOYEHMUSA

PACLWIMPEHHBIE MAPAMETPbI

Puc.5

4. B OTKpbIBLLUEMCA OKHEe CnpaBa pa3Bopaymsaem nyHKT SSL/TLS n oTkAoYaem
nepsbi Tymbnep (puc. 6)
NOD32 ANTIVIRUS
ﬂ,OnOﬂHMTeﬂbele HaCTpOVIKM

MOAYNb OBHAPYXEHUA B ounbTPALMA NPOTOKONOB

OBHOB/IEHUE B

WHTEPHET U 3NIEKTPOHHAA
No4TA

WckntoueHHble NPUAoKeH!a
3awmra NoYTOBOrO KAUEHTa
Vckntouennsie IP-aapeca Vamerur

3awwmra aoctyna B UuTepHeT
3awmra oT puwmHra
B ssumis

CEPBUC
Braounts duabTpaumio nporokona SSL/TLS

VIHTEPOEIC NO/Ib3OBATENA

KOPHEBOW CEPTU®UKAT

Puc.6



5. Haxkmmaem KHonKy OK, 4To6bl COXpaHUTb HAaCTPOWKM (puc. 7)

SSL/TLS

BrarounTs GuasTpaumio npotokona SSL/TLS @

KOPHEBOU CEPTUOUKAT

CPOK AENCTBUA CEPTUDUKATA

Puc.7

6. Tenepb MOXKHO ycTaHaBAuBaTb Safe Exam Browser.

Ecnun Bol yxke yctaHoBunum SEB n y Bac nossmnock npegynpexaerHue (puc. 1), a
3aTem ownbKa (puc.2)

7. Ypanute SEB (MaHenb ynpasneHus -> MNporpammbl U KOMNOHEHTbI, B CMUCKE
HaxoguTe Safe Exam Browser n HaxkKnmaeTe KHOMKY yAanunThb)

8. OTKponTe NpoBOAHMK, Ha Ancke C HanauTe nanky Program Files(x86),
HanmauTe u oTKkponTe Nnanky SafeExamBrowser, ganee nanky xulrunner,
Aanee defaults, 3atem pref.

Mnn npocTo B MOMCKOBOWM CTPOKe npoBoaHMKa BBeanTe: C:\Program
Files(x86)\SafeExamBrowser\xulrunner\defaults\pref
M3 nanku pref yoganute dpainn eset_security_config_overlay.js

MNocne faHHbIX AENCTBUIM NepexoanTe K NyHKTY 1 AaHHOM MHCTPYKLUUK K
n3meHuTe HacTponkm ESET NOD.



Ecam npm HacTpouKe SEB 3anpawmBaeTca naponb

Ecnu Bbl CTONIKHYAUCL C NOA0OHOM cUTyaumeit:

LOPYNGNT = LSS0 ETH ZUnCh
® Administrator Passw 2

Please enter the administrator password for the local
client configuration:

| Caonfirm || Cancel |

-

HeobxoaMmo cKayaTb Nporpammy A8 OYMCTKU HacTpoeK SEB

http://spcpu.ru/SEB/cleaner.exe

3anyctuThb ee.

Mocne 3Toro CHOBa OTKPLITb paitn HaCTPOEK


https://vk.com/away.php?utf=1&to=http%3A%2F%2Fspcpu.ru%2FSEB%2Fcleaner.exe



